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Cryptography Post-Quantum Cryptography Results and Perspectives

Fundamental Goals

Context: wants to send message to

Cryptography aims for ensuring:

Confidentiality

Integrity
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Non-Repudiation
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Cryptography Post-Quantum Cryptography Results and Perspectives

Techniques and Limitations

Big Integer
Factorization

Finite Field
Discrete Logarithm

Elliptic Curves
Discrete Logarithm

Advantages

Old problems: meaning well-studied, therefore trustable

Wide-spread: already embedded in most cryptographic devices

Drawbacks

Greedy: Require huge integers (≈ 500 digits) ⇒ pretty slow and costly!

Already broken by Quantum Computers ! [Shor94]
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Cryptography Post-Quantum Cryptography Results and Perspectives

Candidates

Multivariate Error Correcting Codes Euclidian Lattices

Advantage

Quantum Computing doesn’t
seem to improve known attacks

Drawback

Scarce: alternative crypto isn’t
implemented everywhere

Mid-Way

Pretty new schemes: not (yet) efficient enough to be practical
BUT many ways to improve them

Disclaimer: Other post-quantum alternatives exist (hash-based, supersingular elliptic curves isogeny, symmetric), these are off this topic
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Cryptography Post-Quantum Cryptography Results and Perspectives

Lattices

Lattices own every thing you need for Public-Key Cryptography

, and even more!

Good/Bad basis as Private/Public keys

Exponential algorithms for exact problems

Polynomial algorithms are exponentially bad

Small Integer operations ()

... and many more nice features!
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Exponential algorithms for exact problems
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Small Integer operations ( ≈ 20 digits!︸ ︷︷ ︸
25× less than NT

)
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Polynomial algorithms are exponentially bad
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Strong security reductions︸ ︷︷ ︸
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[Ajtai96]
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Results and Perspectives

Lattice-based Signature

We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
2014

Secret parallelepiped

0

Number of signature:

Solution:
Rejection
Sampling
[Lyu12]
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We proposed an efficent scheme by fixing a broken one using lattice techniques
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Secret parallelepiped
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Number of signatures: 25
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Lattice-based Signature

We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
2014

Secret parallelepiped

0

Number of signatures: 50

Solution:
Rejection
Sampling
[Lyu12]
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Lattice-based Signature

We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
2014

Secret parallelepiped

0

Number of signatures: 75

Solution:
Rejection
Sampling
[Lyu12]
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We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
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Secret parallelepiped

0

Number of signatures: 100

Solution:
Rejection
Sampling
[Lyu12]
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Lattice-based Signature

We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
2014

Secret parallelepiped

0

Number of signatures: 200

Solution:
Rejection
Sampling
[Lyu12]
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We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
2014

Secret parallelepiped

0

Number of signatures: 400

Solution:
Rejection
Sampling
[Lyu12]
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Lattice-based Signature

We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
2014

Secret parallelepiped

0

Number of signatures: 500

Solution:
Rejection
Sampling
[Lyu12]
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We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
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Secret parallelepiped
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Solution:
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We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
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Secret parallelepiped

0
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Solution:
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Lattice-based Signature

We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
2014

Secret parallelepiped

0

Number of signatures: 800

Solution:
Rejection
Sampling
[Lyu12]
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Lattice-based Signature

We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
2014

Secret parallelepiped

0

Number of signatures: 900

Solution:
Rejection
Sampling
[Lyu12]
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Lattice-based Signature

We proposed an efficent scheme by fixing a broken one using lattice techniques
[ABDG14] Sealing the Leak on Classical NTRU Signatures. Post-Quantum Cryptography
2014

Code-based Signature

We improved the efficiency of a class of signatures (namely threshold ring ones)
[DS14-15] Improved Code-based Threshold Ring Signature Scheme. Ongoing work

Fully Homomorphic Encryption

Ongoing work in order to improve praticality...
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