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Definitions

Lattice

A m-dimensional lattice is a discrete subgroup of Rm. Formally,
if b1, . . . ,bn ∈ Rm, the lattice Λ(b1, . . . ,bn) is the set

Λ = {
n∑

i=1

xibi ; xi ∈ Z} ⊂ Rm

Vocabulary
I rank n (main security parameter)

I dimension m (m = O(n . log n))

I basis B = (b1| · · · |bn) (multiple basis)
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Matrix Representation and q-ary Lattices

Matrix Representation
Given B = (b1| · · · |bn) ∈ Zm×n, the lattice generated by B is

Λ(B) = {B .x; x ∈ Zn}

q-ary Lattices
Let B = (b1| · · · |bn) ∈ Zm×n

q for some prime q, and let

Λq(B) = {B .x mod q : x ∈ Zn}, and

Λ⊥q (B) = {y ∈ Zm : ytB = 0 mod q}.
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Shortest Vector Problem

0

b1 b2

shortest vectorshortest vector
−b1

−b1
b2 − 2b1
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Small Integer Solution

Given B $← Zm×n
q , find “small” s ∈ Zm such that stB = 0 mod q

Relationship to Lattices
Solving SIS in random lattices B is “close” to
solving SVP in Λ⊥q (B)
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Closest Vector Problem

0

b1 b2

target vector
closest

4b1 − b2
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Security Level

I δ =
(

λ1
det(Λ)1/n

)1/n
[CN11]

I “Exact” bitlevel correpsondance [LP11]
I Depends on the algorithm

k δ

80 1.00783
100 1.00696
128 1.00602
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[CN11]

I “Exact” bitlevel correpsondance [LP11]
I Depends on the algorithm

k δ

80 1.00783
100 1.00696
128 1.00602

log2(δ) :=
1.8

log2(TBKZ (δ)
230 ) + 110

=
1.8

k − 30 + 110
=

1.8
k + 80
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[CN11]

I “Exact” bitlevel correpsondance [LP11]
I Depends on the algorithm

k δ

80 1.00783
100 1.00696
128 1.00602

Figure : Borrowed from Yuanmi [CN11]
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NTRUSign

History

I Originally NSS [HPS01]

Quickly broken [GS02]

I NTRUSign [HPSW02]

f, g = { d coefficients + 1
N − d coefficients 0

F, G st. f ∗G− F ∗ g = q
h = g ∗ f−1 $

 Rq = Zq[X ]/〈X N + 1〉
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1 	 h 	
0 	 q 	
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S =

(
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NTRU lattice: Λh,q = {(u,u ∗ h mod q),u ∈ Rq}
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NTRUSign

Sign
Given µ ∈ {0,1}∗ to sign:
I Define m = H(µ)

I Solve CVP with target
(0,m) and good basis S

Verify
Given the signature s, check:
I It’s a lattice point (using bad

basis P)
I Not far from (0,m)

S

0
target message ×S−1

→
0

closest

×S→

signature

0
target message

“small”
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NTRUSign

SIGNATURE SIZE (IN BITS)

security 80 112 128 160
NTRUSign 1256 1576 1784 2367
ECDSAsign 320 448 512 640

RSA 1024 2048 3072 4096

NTRUSign runs faster !

But...
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

issued signature

Number of signature issued : 1
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 50
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 75
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 200
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 300
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 400
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 500
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 600
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 700
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 800
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 900
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Problem : Not Zero-Knowledge

Key-recovery attacks

I Only a few signatures for original scheme [NR06]
I And a little more to break coutermeasures [DN12]

Secret parallelepiped

0

Number of signatures issued : 1000
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Overview

KeyGen

I Secret key : S $← {−d , . . . ,0, . . . ,d}m×k

I Public key : A $← Zn×m
q and T = A .S ∈ Zn×k

q

Sign
First stage [Finding pre-image]
I map µ to a space element c
I Sc is a short pre-image of Tc

Second stage [Hiding pre-image]
I Add gaussian noise y to Sc
I Apply rejection sampling to

avoid leakage
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Overview

Verify
Given (z,c), check that :
I H( Az− Tc︸ ︷︷ ︸

A(Sc+y)−ASc

, µ) = c

I ‖z‖ ≤ ησ
√

m

→

→

it is a lattice vector

it has reasonnable norm
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Sets of parameters

100 bits of security

n 512 512 512 512 512
m 8,786 8,139 3,253 1,024 1,024
k 80 512 512 512 512

log2(q) 27 25 33 18 26
d 1 1 31 1 31

M (retries) 2.72 2.72 2.72 7.4 7.4
≈ sign size 163,000 142,300 73,000 14,500 19,500
≈ pk size 220 222.5 223 219.5 221.5

≈ sk size 220 222.5 223 222.1 222.7
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Presentation

KeyGen

S = (f,g) ∈ Rq and P = (1,h = g ∗ f−1) as in NTRUSign

Sign
Given µ ∈ {0,1}∗ to sign :

I y $← D2N
σ

I e = H(Py, µ)

I s = NTRUSignS(e)

Output x = e− s + y with some
proba
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Presentation

KeyGen

S = (f,g) ∈ Rq and P = (1,h = g ∗ f−1) as in NTRUSign

Sign
Given µ ∈ {0,1}∗ to sign :

I y $← D2N
σ

I e = H(Py, µ)

I s = NTRUSignS(e)

Output x = e− s + y with some
proba

Verify
Given x, check that :
I H(Px− e, µ) = e
I ‖x‖ ≤ ησ

√
2N
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Security Sketch

Guess the secret key ?
i.e. finding S = (f,g) from P = (1,h)
Then you have an algorithm with unexpectedly low Hermite
factor...

Lucky you !

Find back the leaky part ?
Unlikely due to the distribution we picked y from

Forge a signature ?
Then we can solve SIS on all NTRU-like lattices.
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security 100-size 100-speed 128-size 128-speed
M (retries) 7.492 2.728 7.465 2.725
≈ sign size 10,700 12,700 14,500 17,100
≈ pk size 6,900 6900 8,700 8,700
≈ sk size 1,400 1,400 1,750 1,750

100 bits of security [Lyu12] Our scheme
≈ sign size 14,500 10,700
≈ pk size 219.5 6,900
≈ sk size 222.1 1,400
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security 100-size 100-speed 128-size 128-speed
M (retries) 7.492 2.728 7.465 2.725
≈ sign size 10,700 12,700 14,500 17,100
≈ pk size 6,900 6900 8,700 8,700
≈ sk size 1,400 1,400 1,750 1,750

100 bits of security [Ring-Lyu12] Our scheme
≈ sign size 14,500 10,700
≈ pk size 1,500 6,900
≈ sk size 8,800 1,400
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Conclusion and Perspectives

What we did
I NTRUSign EU-CMA under SIS hardness
I extends to GGH
I does a little better than [Lyu12]

Left to do
I Generalize to LWE
I Use improved rejection sampling [DDLL13]
I Benchmark and compare to GPV techniques [SS13]
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Thank you !
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