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Abstract:

Some short pseudo-random sequences are used in spread spectrum communications.

If a cryptographically secure pseudo-random sequence is used, the communication

becomes a cryptographic communication. Moreover, we propose to use another non

secret communication and a secret spread spectrum communication with a high ratio

to hide the secret communication.

Introduction

The spread spectrum is a very well known method used in communication. It uses
a larger frequency band and a lower power density to transmit a signal. The most
important interest of this method is to transform a non-gaussian ambient noise into
white gaussian noise. In particular this technical is used in Code Division Multiple
Access (CDMA) where several signal are sent in the same frequency band at the
same time.

Without the knowledge of the existence of a spreaded communication, it is not
easy to detect this communication. It is why such communication is often con-
sidered as hidden. In fact, the spread spectrum is made using a short periodic
pseudo-random sequence with good correlation properties: Gold sequences, . . . (cf.
[2, 3]). The correlation properties of the sequence are used to detect and synchro-
nize the communication. To detect and recover such a message, the frequency of
the communication must be known, and then the correlation test with each pos-
sible pseudo-random sequence must be used to found the good sequence and the
synchronization.
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In this paper, we propose to replace the short sequence with a cryptographically
secure pseudo-random sequence (a PN sequence) to realize the spread spectrum.
This communication becomes not only hidden (since it is very difficult to detect), but
cryptographically secure: even if someone knows the existence of the communication,
he cannot recover the clear message if he does not known the PN sequence.

However the use of a PN sequence implies some important difficulty for synchro-
nization: since it is not periodic with a short period, this sequence cannot be used
to synchronize the communication and maintain the synchronization. It is why we
preconize the use of another public communication to solve the problem of synchro-
nization. The hidden message looks like a light distortion of the transmission.

In the first Part, we recall the principle of the spread spectrum technique. Then
in the second Part, we explain how to use a PN sequence to encrypt the message.
The third Part describes how to use the classical QPSK communication and another
message to hide and synchronize the secret message. Some simulation results are
given to show that this method is effective.

1 Spread Spectrum

A direct-sequence spread anti-jam communication takes a binary data sequence and
multiplies it by a higher rate pseudo-random binary sequence.

If Tb is the data bit duration, the data waveform is d(t) = dn, nTb ≤ t < (n+1)Tb,
dn ∈ {1,−1}, where (dn) is the binary data sequence (for convenience, we use {1,−1}
instead of {0, 1}).

Let Tc be the chip duration, that is the bit duration of the pseudorandom (PN)
binary sequence. For practical applications, the data clock and the PN sequence
clock must be synchronized, moreover the bit duration Tb must be a multiple of the
chip duration Tc. The ratio N = Tb/Tc is referred as the spreading factor.

The following Figure explains the result of the spread spectrum for (dn) =
(1,−1,−1, . . .), N = 8 and PN sequence (1,−1,−1, 1,−1, 1, 1,−1).
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For simplification, we can consider the data D = (dt) transmitted with the bit
duration Tb as the data D′ = (d′

t) transmitted with the chip times Tc, where D′ is
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obtained from D by repeating each bit dt N times. The data transmitted is then
C = D′ × PN at the chip times Tc.

To recover the original message, the receiver multiplies C by the pseudorandom
sequence PN to obtain D′, and then D by a majority logic decoder.

There are many advantages in the use of spread spectrum (cf. [3]). In particular,
the frequency band is much larger and the power density of the signal is much lower
than in a classical signal.
The signal is more resistant to interferences, since, after multiplication by the PN
sequence, these interferences look like white Gaussian noise.
The power density is in fact smaller than the noise density. The signal becomes
difficult to detect without multiplication by the PN sequence.
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The spread spectrum techniques are used in CDMA (Code Division Multiple
Access): each user has its own PN sequence, which allows him to transform the
signals of other users into white noise.

Another advantage of the spread spectrum is the fact that it is possible to use it
with a very low signal-to-noise ratio by increasing the value of N . It can make the
signal undetectable if the PN sequence is not known to compute the cross-correlation.

2 Spread Spectrum and cryptography

In symmetric cryptography (i.e. cryptography with a secret key shared by the
sender and the receiver), there are essentially two methods: the block ciphers and
the stream ciphers. In this paper, we are interested in the second one. The principle
is very simple: we add modulo 2 a random symbol kt to each symbol dt of a binary
data {0, 1}.
Message: M = (dt)

n
t=1.

Shared secret key: K = (kt)
n
t=1.

Cryptogram: C = (dt ⊕ kt)
n
t=1.

To recover the original message, the receiver computes C ⊕ K.
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If the secret key is randomly chosen and used only once, this method is un-
conditionally secure. This is the so-called One-Time Pad method. For practical
applications, it is not possible to use a secret key having the same size than the
message. The random sequence K is replaced by a sequence generated by a pseudo-
random generator initialized by a smaller key.

Instead of adding a pseudorandom sequence with good cryptographic properties
to the data before transmission, we propose to use directly such a pseudorandom
sequence as PN sequence of spread spectrum. Note that the operation on bits is ⊕
if we use {0, 1}, or equivalently × if we use {1,−1}.

This method is theoretically as secure as the previous one: suppose that we
want to transmit a message M = (dt) with a spreading factor N = Tb/Tc and a
PN sequence S = (st). Due to the difference between bit times and chip times, our
method consists in adding S to the message M ′ = (d′

t), where M ′ is the message M
with N repetitions of each bit (d′

t = ddt/Ne).
Moreover, there is a very important difference: since the energy of the spreaded

signal is lower the energy of the ambient noise, it becomes impossible to recover the
cryptogram C ′ = M ′⊕S without the knowledge of S. Indeed, the correlation of the
received signal by S is needed to eliminate the ambient noise.

However, for practical applications, there are some problems of synchronizations
with such a pseudorandom sequence. The classical PN sequences used in spread-
spectrum are short sequences repeated as many as needed: these sequences are in fact
periodic with small period. This property is used to synchronize the transmission
by the search of peaks of correlations.

If the PN sequence has good cryptographic properties, this method of synchro-
nization does not remain possible: even if the sequence is probably periodic, this
period is very large and practically out of interest.

3 Information hiding in QPSK communications

Classically in cryptography, the fact that a cryptogram is sent is not a secret. In
this situation, the advantages of our stream cipher technique applied on the spread
spectrum mechanism is not so clear relatively to the classical method applied directly
to the message. However, for some particular applications, it will be interesting to
not only have a cryptographic security, but also to hide the transmission of the
secret.

As noticed previously, a first natural method consists in using our system with
a large signal spectrum spreading N to mask the message inside the ambient noise.
However, the problem of synchronizations is not solved.

A second solution consists in masking the secret SS signal with a classical com-
munication without importance. The secret signal is then synchronized with the
classical communication. This method is more robust than classical steganography
since, even if the secret signal is detected, it is not possible to recover the initial

4



message without the knowledge of the PN sequence.
As a first example, consider a classical transmission with a BPSK channel: let

M = (Dn) denotes the non-secret communication (Dn ∈ {0, 1}). The transmitted
signal is Φ(t) = Acos (ωt + D(t)π) where A is the amplitude, 1/ω is the frequency
of the signal and D(t) = Dn with n = bt/Tbc if Tb is the bit duration of the message.
The hidden message is m = (dn), dn ∈ {0, 1} transmitted with amplitude a, chip
times tc, a divisor of Tb and bit chip tb a multiple of Tb. The pseudorandom sequence
is denoted (kn), kn ∈ {0, 1}. Let φ(t) = acos (ωt + (d(t) + k(t))π) be the secret
communication, where d(t) = dn with n = bt/tbc and k(t) = dn′ with n′ = bt/tcc.

The transmitted message is then Φ(t) + φ(t) with a � A.

��� ���

��
��

��
��

−1 0 1

-1 1 -1 1

noise noise
hidden informationHHj

known message ��*

The receiver uses the known message to synchronize the communication, recov-
ers the signal Φ(t), and then recover the secret message using the classical spread
spectrum methods.

Note that the secret message is smaller than the noise and is not detectable if
the PN sequence is not used to compute the correlation.

For an external observer, the transmitted message looks like a slightly perturbed
in amplitude BPSK signal.

Φ(t) = (A ± ε(t))cos (ωt + D(t)π)

with 0 ≤ ε(t) ≤ a.
However, in this method, if an error occurs on a symbol of M , this error induces

a very high noise on Tb/tc chips. This fact will probably induces some errors on the
secret message m.

To avoid this problem, it is possible to use a QPSK channel who looks like a
BPSK channel: the message M is transmitted on the phase and the secret message
transmitted on the quadrature.

With the above notation, the transmitted message is then Φ(t) + φ(t), where
Φ(t) = Acos (ωt + D(t)π) and φ(t) = asin (ωt + (d(t) + k(t))π)
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Since the secret signal is orthogonal to the non secret signal, an error on the
known message does not induce error on the secret message. The hidden signal can
be recovered directly without subtraction of the original message.
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Moreover, if the correlation with the PN sequence is not used, the transmitted
message looks like a slightly perturbed in phase BPSK signal:

Φ′(t) = Acos (ωt + D(t)π ± ε(t))

with ε(t) ' a/A.

Simulation results

We will give now some simulation results. The difference between the both
methods is not significative, since very few errors occur on the known message.

The known message is sent using a classical spread spectrum method with factor
N = Tb/Tc and amplitude A. The secret message is sent with a spread spectrum
factor n = tb/Tc and amplitude a. The amplitude of noise is B. The binary error
rate of the known and hidden message is denoted respectively BER and ber.

The amplitude B of the noise is clearly not fixed by the user. The amplitude
A of the non-secret message and the factor N are fixed simultaneously to be able
to recover this message with a chosen binary error rate: in our example, we choose
for the non-secret message used for the synchronization N = 32, B/A = 50% and
BER ≤ 10−6. We do not discuss about the fact to use error correcting code to
decrease it.

n/N a/A a/B BER ber
10 13% 26% ≤ 10−6 ≤ 10−6

100 5% 10% ≤ 10−6 ≤ 10−6

1000 2% 4% ≤ 10−6 ≤ 10−6

In conclusion the most important property of these methods of hidden informa-
tion is the fact that if the sequence used to spread the signal is not known, it is not
only not possible to recover the secret message, but also to distinguish the secret
signal from the ambient noise.
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